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Introduction



Background

e Backporting ?

1.0.0 11.0 111 1.2.0 121 13.0 131 13.2
i ¢ ¢
train 1
backport/T /\
) 2.0.1 2.0.2 2.1.0 21 2.2.0 221
Ma]OI' / backport
® 0o @
/’
Major bickport

train 3 ‘ ‘ @

e Security backports:

o Security backports protect older software versions with critical
vulnerability fixes.




Motivation

Why backport is needed ?
o According to the PyPI Stats
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Why machine learning libraries ?

o Security vulnerabilities in ML libraries risk data breaches and model
compromise.

o No much research specially on ML libraries



Motivation (cont.)

Why automating the backporting process?
o The delay is considerable.
m According to the study Chakroborti et al [1], 16 days to create and 5
days to merge.
o Automating backporting ensures consistent and efficient application of
updates across software versions.
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Problem Statement

Developing an automated security vulnerability patch backporting system
for machine learning systems and applications




Research
Objectives



Main Objectives

Create a security backport dataset for ML systems that act as the
benchmark for evaluating the backporting tools.

Develop a LLM-based security patch backporting tool for ML systems that
can accurately backport security patches to stable versions of the system.

Evaluate the tool using the created benchmark dataset and compare it with
some of the state of art tools.
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Automated Patch Backporting in Linux (Experience Paper)

e Propose and evaluate an automated tool, FixMorph, for backporting patches from
the mainline version of the Linux kernel to older stable versions.

e Synthesizing a partial transformation rule from a mainline Linux patch, generalizing
it based on alignment between mainline and target versions, and applying it to
produce a backported patch.

e Key results
o FixMorph, successfully backports 75.1% from 350 patches, outperforming existing
techniques in both precision and recall.

- | create_seq |("typeinfo", - | create

- ERSSRE if (dev->vendor==ID_INT) {4 ¢ (dev->vendor==ID_INT) | {
, NULL, -
&pageinfo_fops |) ; + xhci->quirks |=

+  xhei->quirks |=
XHCI_AVOID_BEI;

&pageinfo_op |) ;

+ create_seq(" typeinfo", + create("typeinfo", XHCI_AVOID_BEI; .
0400, NULL, 0400, NULL, } }
&pageinfo_op); &pageinfo_fops);
(b) Namespace changes when backporting from v5.5 to v3.16 (c) Structure changes when backporting from v4.0 to v3.2

Different types of changes in backports compare to original patch
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Backporting Security Patches of Web Applications: A

Prototype Design and Implementation on Injection
Vulnerability Patches

Implement a framework (SKYPORT) to automate the backporting of security
patches for injection vulnerabilities in legacy web applications, ensuring both
security and backward compatibility.
Propose 2 concepts:

o Safely-Backportable Patches (SBP)

o Safely-Back Portable Versions (SBV)

Key results
o SKYPORT successfully verified and backported 98 out of 155 security patches to 750

old versions of web application frameworks
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How Effective Are Neural Networks for Fixing Security
Vulnerabilities

Evaluate effectiveness of 5 LLMs, 4 fine-tuned LLMs and 4 DL based APR tools in
fixing security vulnerabilities using a Java security vulnerability benchmark dataset.
Key results

o LLMs demonstrate the most potential in fixing security vulnerabilities.

o  Overall performance on security vulnerabilities is limited. Codex fixed most - 20.4%.

o Most of the generated patches are uncompilable.
Conclusions

o There is a need for enhanced syntax handling and deeper domain knowledge within

these models
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Automatic Static Bug Detection for Machine Learning
Libraries: Are We There Yet?

Evaluate 5 popular static bug detectors on 4 populer ML libraries.
Results
o Static bug detectors are not effective in detecting bugs in ML libraries. Collectively detect
(6/410).
o Flawfinder and RAT are the most effective. Collectively detect 4.
Conclusions
o Tools nheed more domain specific knowledge to detect ML bugs.

Tool TPR ENR
Flawfinder 0.04 0.95
RATS 0.03 0.97
Cppcheck 0 1

Infer 0 1
Clang static analyzer 0 1
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Enhancing Automated Program Repair through Fine-tuning
and Prompt Engineering

e Two datasets have been used, containing
Commits buggy codes, corresponding fixes, and
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e According to P. Bhattacharya et al [7] code LLM(CodeBERT) can explain the code
than the Normal LLM models (Llama).
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Study

Shariffdeen et al.

Shi et al.

Y. Wu et al.

E. Pinconschi et al.

N. S. Harzevili et al.

R. Paul et al.

P. Bhattacharya

Summary

Description

FixMorph tool for automate patch backports in
Linux kernel

SKYPORT tool to automate patch backporting
for web application

Evaluate the effectiveness of LLM and APR
tool in fixing security vulnerabilities.

Evaluate the effectiveness of APR tools in
fixing security vulnerabilities.

Evaluate static bug detectors on ML libraries.
Creating a dataset with code reviews are
added by experts

Examine the code explanation using normal
LLM and the code LLM

Importants

Five different types of backport patches.
Based on Transformation Rule Synthesis.

Have used static analysis and symbolic tracking
with SBP and SBV

LLM are good for fixing security vulnerabilities.
But need deeper domain knowledge.

Fixing security vulnerabilities is challenging and
need deeper domain knowledge.

Bugs in ML libraries are bit different, and tools
need more domain knowledge.

By adding code reviews, the accuracy of the
generated code is enhanced.

Can use code LLM for code explanation and
automate the code explanation process.
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Three main tasks

Create security
ackport dataset for/.*

Overview

£

Create automatic
patch backporting

\to_OI//
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Creating the security backport dataset for ML system
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o Script
o Manual confirmation
o Manual inspection
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Creating automatic patch backporting tool
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o Prompt engineering 21



Experimental study -> Dataset

So far collected 21 security backports relate to Tensorflow library

Backporting Time Frame

@~

Shortest
time

N

@~

Longest
time

o

@~

Average
time

N

10 patches backported within month

TYPES OF BACKPORTS

ONLY THE FILE
LOCATION
CHANGED

22



Experimental study - > Evaluation matrix

Description

Formula

Proportion of generated patches

syntacticallyCorrect

Syntactic Correctness Rate (SCR) | that are syntactically correct(do not SCR= x 100%

introduce syntax errors) totalGenerated

Proportion of generated patches
Functionally Correctness Rate that are functionally correct(do not | pop — _functionallyCorrect 607
(FCR) introduce functional or logical .

otalGenerated

errors)
Overall Correct Backport Rate Proportion of all generated correctBackports

patches that are correctly OCBR = X 100%
(OCBR) totalGenerated

backported.
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Proposed timeline
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Conclusion

Important ?

e ML security backport dataset
o Can be used as a benchmark dataset to evaluate future backporting tools
and APR tools

e LLM based automatic backporting tool.
o  Will reduce the manual effort and improves the ML relate software security.
o Paves path to future Al driven security enhancement.

Limitations
e Only focus about the ML security. Can not be guaranteed about the
accuracy of general use.
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